Hewlett Packard CYBER RISK
Enterprise Report 2016

The annual Cyber Risk Report from HPE Security Research provides
organizations with a better understanding of the threat landscape and
supplies resources that can aid in minimizing security risk. This year’s
report features perspectives drawn from advanced data analysis and
takes a focused look at multiple technologies, including open source,
mobile, and the Internet of Things.
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The year of collateral damage

Data compromise is no longer just about getting payment card information. It’s
about getting information capable of changing someone’s life forever.
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Overreaching regulations push research underground

Various proposed regulations governing cybersecurity would push
@ legitimate security research underground. These regulations should instead
profect and encourage research that benefits everyone.
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z Moving from point fixes to broad impact solutions

2015 saw a shift by vendors toward developing defensive measures that
prevent entire classes of attacks.

Political pressures attempt to decouple privacy and security efforts

Many lawmakers in the US, UK, and elsewhere claimed that security was only 1 i ]
possible if fundamental rights of privacy and due process were abridged.
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The industry didn’t learn anything about patching in 2015
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g Attackers have shifted their efforts to directly attack applications

Applications are now seen as the easiest route by which attackers can
access sensitive enterprise data.
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The monetization of malware
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S ATM-related malware has become more common, making more money
more quickly for cybercriminals.
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